Laboratorio 3.3: Configuracion de SSTP Client con certificados
windows.

Objetivos: Configurar un SSTP client con certificados en Windows.

e Paso 1. Para empezar suponiendo que ya los certificados y el servidor SSTP estan
configurados Procederemos a Exportar el certificado y nos aseguramos que el Type del
mismo sea PKCS12 y digitamos un password para el mismo.

Cerlificates |SEEF‘Sewers SCEF RA  Requests OTP CRL

IE”EI | Irmpart || Card Reinstall || Card “erify || Revaoke || Create Cert. Request || Settings |

|Name £ |Issuer |I:|:|mm|:|n Mame |Sul:uieu:t Al M. |KeySize |Da_l,ls Y alid |Trusted

kT zervidor. pem_(0 C=5D.ST=5D.DML=. 1429219542 2043 56 yes

e — Cerhificate:; |sewi|:||:|r.|:uem_lil || 3| Expoit

e Ty |PKE512 ”il Cancel
gt Export Pazzphrase: | Cursol123) a
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e Paso 2: Una vez exportado nos dirigimos hacia la opcion File alli veremos nuestro
certificado y los descargaremos o arrastraremos en una ubicacion a su preferencia.

Marne 4| lssuer |D:umrnu:un Marme |Subiect Alt. N...lKey Size |Da}l$ Walid Trusted SCEF LURL |E.-’-'A. |F
T zervidor.pem_[ C=5DST=5D.DM.L=.. 1423313842 = 2048 386 yes ]
File List
EI ‘ Eea H e | Browse For Folder ‘ u
|Fi|e M arme 2 |T_'.J|JE
[ Before. backup backup Select Download Folder:
e || [5] cert_export_servidor.pem_0.p12 p12 file
Disking directary
» | | Certificates| A
. Certified i
. Chami E
 crmterm- 6 %oc- 5P -9-4-1-35R3
A
[» ) escritorio 2 i
4 il r

Falder: Mew Folder (3) ‘
Fitemsz (1 selected) |29.3 MiB of 24.8 GIE

[ Make Mew Folder ] [ (a4 ] [ Cancel ]
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Paso 3: Una vez descargado abrimos el CMD o Simbolo de sistema digitamos mmc
luego damos Enter.

Hame

£ ndows [Uersion 6.1.76011]
Copy:lght (c> 20892 Microsoft Corporation. All rights reserved.

C:\Users\Administrador>mmc
C:\Users\Administrador> 3
! | ahnratarin Thouefa

View Favorites \Window Help

& File Action

& = |

_ Console Root Name

There are no items to show in this view.

%,
trol de. fpm-calm-r... agent-alre,.
10, w

9 Cenrcu

Actio

Cons

restore
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hecho se nos abrird una ventana.

Paso 4: Luego le damos a la opcion File y damos click en Add/Remove Snap-in una vez

{ Console2 - [Cn

File | Action  Wiew  Faworites  Window  Help

@ Mewy Ctrl+M

F Open.. Ctrl+0

] Save Ctrl+%
Sawve D,

AddfRemove Shap-in,, — li——— |+ 0
Dptians...

1 CaUsersy, ADesktoptConsalel

2 CoMNVindowesh system 32 certmgr

3 SN nd onaesysyrstemn 3 25 F

4 CaMVindowesh system 32 comprngrmt

Exit

There are no iterms to show in this wiew,

Enables you to add snap-ins to or rernove thern from the snap-in consale,
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Paso 5: En la siguiente ventana vamos a seleccionar la parte de certificados para
agregarlo a nuestro sanp le damos a add y nos mostrara otra ventana para que
seleccionemos a que cuenta del equipo sera asignada y seleccionaremos Computer
account.

Add or Remove Snap-ins @

Yau can seleck snap-ins For this consale From thase available an vour computer and confiqure the selected set of snap-ins. Far
extensible snap-ins, vou can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in vendor - | Console Roat Edit Extensions. ..
=" Active Conkral Microsaft Car,..

- Remove
.ﬁ.uthorizatiun Manager Microsoft Cor, ..

GV Certificates b= Microsoft Cor,.,
. Component Services  Micrasoft Cor... Move Up
g Computer Managem,., Microsoft Cor, .,

m

gy Device Manager Microsoft Cor,.. Hewe bown
=3 Disk Management Microsoft and. ..

@ Event Wiewer Microsoft Cor,..

| Folder Microsoft Cor. . 1

_: Group Policy Object ... Microsoft Cor, ..

g IP Security Monikar Microsoft Cor. .

@ 1P Security Palicy M., Microsoft Cor, .,

|Z Link ko ‘Web Address  Microsoft Cor..,  _ Advanced. .

Descriptian:

The Certificates snap-in allows you ta browse the contents of the certificate stares Far yourself, a service, or a camputer,

(0] 4 ] [ Cancel
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Thiz shap-in will always manage certificates for:
() My uzer account
(71 Service account

@ Computer account  —if—

< Back |I M et = I[ Canicel

Nota: si la maquina esta en un dominio por defecto le asumira la cuenta del usuario o
user account.
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Paso 6: Le damos a Finish, y veremos nuestro certificado seleccionado, procedemos a
dar ok.

s
Sel

ML S Er e ~

Select the computer you want thiz snap-in to manage.

Thiz zhap-in will abways manage:

@ Local computer: [the computer this console is running on)

() Another computer:

Browse, ..

[7] Allovs the selected computer to be changed when launching from the command line. Thiz
only applies if you save the console,

< Back ”

Firish ][ Cancel

Available snap-ins:

Snap-in

=" Activex Control
4 Authorization Manager
Iﬁl Certificates

-
= Component Services

;E'JCDmputer Managerm...
o Device Manager

=4 Disk Management

{3l Event Viewer

I Folder

\=[ Group Palicy Object: ...
@ IP Secority Manitar
@ 1P Security Policy M...
= Link to Web Address

Wendor

Microsoft Cor...
Microsoft Cor..,
Micrasoft Cor.,.,
Micrasoft Cor...
Microsoft Cor...
Microsoft Cor..,
Microsoft and...
Micrasoft Cor...
Microsoft Cor...
Microsoft Cor..,
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

m

Description:

Selected snap-ins:

ou can select snap-ins For this consale from those available on wour compuoter and configure the selecked set of snap-ins. For
extensible snap-ins, vou can configure which extensions are enabled.

] cansale Raat
Eﬁ] Certificates (Local Computer)

[

Edit Extensions...

Remove

Move Up

Maree Down

Advanced. ..

The Certificates snap-in allows wou to browse the contents of the certificate stores For wourself, a service, or a computer.,

oK ] [ Cancel
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e Paso 7: Una vez terminado el paso anterior nos dirigimos a Trusted Root Certificate
le damos click derecho y le abrir4 un ventana de opcion la cual le daremos a la opcidon
importar.

a Caonsole? - [Conscle R
File Action Window Help

&= | 5E 8l &= HE

Favorites

ey

_| Consale Root Issued To Issued By Expiration Date
4 ‘%‘f‘“p":'“t“;lm' COMPUte | ) g Trust External CA Root AddTrust External CA Root 5/30/2020
’ - Terssn;R  Certificati S Baltirnore CyberTrust Root Baltirnore CyberTrust Root 541242025
i ,r.”i::mﬁz: EHNEE ) Centification Authority of WoSign Certification Authority of WaSign  8/7/2039
. = E;terprise T Al Tasks e 3 Impgr‘t e Y 61172027
X _ Intermediate e cerrrroseed Metwark CA 1243172021
7 Trusted Pub Wiews Y ertificat.. Class 3 Public Primary Certificatio..  8/1/2028
. = Untrusted © Mew Window from Here ioh Au,., COMODO RSA Certification Auth.., 171872038
. 1 Third-Party Mew Taskoad Vi soft C... Copyright {c) 1997 Microsoft Corp, 12/30/1999
. 7 Trusted Peo B TASKpAC VIR, - CA DigiCert Assured ID Root CA4 11/9/2031
- [ Other Peopl Refresh DigiCert Global Root CA 11/9/2031
» || Certificate E Export List.. DigiCert Global Root G2 1715420338
2 [ Smart Card T EY Ro... DigiCert High Assurance BV Root .. 11/9/2031
o ] Trusted Dew Help D5ST Root CA, 33 973042021
—/D-TRUST Root Class 3 CA 2 2009 D-TRUST Root Class 3 CA& 2 2009 11/572029
elEntrust Root Certification Auth..,  Entrust Root Certification Authority  11/27/2026
Sl Ertrust Root Certification Auth.,  Entrust Root Certification Authori,., 1272030
Entrust.net Certification &uthor,.,  Entrust.net Certification Suthority.,,  TF2452029
ty
ZEquifax Secure Certificate Auth..,  Equifax Secure Certificate Authority  8/22/2013
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Paso 8: Una vez completado el paso anterior se nos abrird una Ventana, en donde
empezaremos a importar nuestro certificado le damos click al botébn browse y nos

abrird otra ventana la cual nos dice que ubiqguemos nuestro certificado en el equipo.
Nota en el tipo de archivo favor seleccionar Personal Information Exchange.

e ertcate Import Y - |i| Friendly Mame Status  Certificate T * || Action
File to Im port . The USERTrust Met.., Certif
Specify the File vou want to impart. W DigiCert Baltirmore ... h
WoSigh
Certum
File name: . Certum Trusted Me,.,
S| |, WeriSign Class 3 Pu...
COkOD0 SECURE™
Moke: More than one certificate can be stored in a single file in the following Formats: Microsoft Timesta..,

Personal Informat ﬁ Cpen

Cryptographic Me

Organize * New folder =~ Il @

Microsoft Serializey.

% Favarites Mame Date modified Type
B Desktop [ cert_expart_servidar.pem_0 8/28/2018 §:50 PM Personal Inf
& Dowvnloads

Learn more about certific -
1= Recent Places

= Libraries

et Computer

& Cano Consulting (C
% DWD RN Drive (Di)
25 CD Drive (F

10t CA, Globals]
535 2 Certification ... Go Dad
ot Certificate Auth.., Go Dad
15t Global Root GTE Cy
flignedCa hetasp

ej Metwnwark

thenticodeftrm) Ro..,. Micros 4| LLLJ | 3
ot Authority Micros File name: cert_export_servidar.pern_l +  |Persanal Infarmatian Exchange |
ot Certificate Auth...  Micros

X509 Certificate (*.cer.cH]
NN [ - 5 0| Infarmnation Exchange (*.pfic*.n12)
Certificate Trust List (*.stl)
Certificate Revocation List (*.crl)
Microsoft Serialized Certificate Store (*.sst)

ot Certificate Suth.., Micros

P N, X et N Y Y LY, by
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Paso 9: Una vez seleccionado nos pedira el password que le pusimos a nuestro
certificado al momento de exportarlo.

A ———

I Password ll

N To maintain security, the private key was protected with a password. |

Tvwpe the passward For the private key,

Passward:

I -

Enable strong private key protection, You will be prompted every time the
private key is used by an application if you enable this option,

[ Mark this key as exportable, This will allow you to back up or transport your
kevs at alaker time,

Include all extended properties,

Learn mare abouk prokecking private kews

<« Back ][ Mext = ] [ Zancel
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% Console? - |£ﬂmnle i

& File

Action  MWiewr

Fawvarites

Aqui nos muestra nuestro certificado ya exportado.

Window  Help

e’ | sE & = XE = HE

|| Consale Root
a [} Certificates (Local Compute

» [ | Personal

a || Trusted Root Certificatic
[ | Certificates

» [ Enterprise Trust

» [ | Intermediate Certificatic

» [ ] Trusted Publishers

» ] Untrusted Certificates

» [ Third-Party Root Certific

> [ Trusted Peaple

» [ Cther People

» ] Certificate Enrollment R

+ || Srnart Card Trusted Roo

» [ | Trusted Devices

Issued To

Iisued By Expiration Da

51 142,03,105,42 142,93.195.42 8/18/2019
[l addTrust External CA Root AddTrust External C& Root Sf30,2020
ElBaltimare CyberTrust Root Baltirnore CyberTrust Root 571252025
[l Certification Authority of WaSign  Certification Autharity of WaoSign 812039

il Certurn Ca, Certurn C4, BFLLA202T
] Certurn Trusted Network CA Certurn Trusted Netnark T4 1273152029

[ Class 3 Public Prirnary Certificat... | Class 3 Public Prirary Certification Autharity }

[ COMODO RSA Certification Au.. COMODO RSA Certification Auth..,  1/18/2038
Rl Copreright () 1997 Microsaft C...  Copyright (c) 1997 Microsoft Corp,  12/30,/1999
IDigiCert &ssured ID Root CA DigiCert &ssured ID Root CA 11/9/2031
[ZIDigiCert Global Root CA DigiCert Glabal Root CA, 11/8/2031
S DigiCert Global Root G2 DigiCert Global Root G2 1/15/2038
EDigiCert High Assurance B Ro.,  DigiCert High Assurance B Root ... 11792031
[ DST Root CAX3 DET Root CA, X3 8/30/2021
I D-TRUST Root Class 3 CA 2 2009 D-TRUST Root Class 3 CA 2 2009 11/5/2028
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Paso 10: Luego creamos nuestra Interface SSTP muy parecida a la antes creada para
L2TP/IPsec lo unico variante seria modificar el tipo que seria SSTP, damos OK y luego
configuramos nuestro usuario y password SSTP para conectarnos y damos a connect.

oo T
. | .

General I Optionz | Security | M etwarking I Sharing|
Type of WFPHN:

‘Laﬂer 2 Tunnelinﬁ Protocol with |Psec [LZTP/PSec vi
Automatic

Paint to Paint Tunneling Protocol [PPTF)

Layer 2 Tunneling Protocol with IPeec [L2TFPAPSec
Secure Socket Tunneling Pratocal [SSTF)

[KEw2

aECUE o1

Authentication

71 Usze Extenzible Authentication Protocal [EAP]

Froperties
@ Allow these protocols

[] Unencrypted passward (PAP)

[7] Challenge Handshake Authentication Protocal [CHAP)
Microsaft CHAP VWersion 2 [MS-CHAP +2)

[] Automaticaly use my Windows logan name and
paszward [and darmain, if any)

_..,[

(] ] [ Cancel

&« Connect GO[;E)—NT“ "

User hame: Curso —

Password: 00000000 0S %

Domain: 1429319542  <pmmm—

@ Me only

@1 Anyone who uses this computer

[ Connect ][ Cancel H Properties H

Help
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Paso 11: Sitodos los pasos anteriores fueron correctos se nos mostrara el tunnel de la
siguiente forma, nuestra conexion establecida SSTP con certificados digitales de 2048
bit y encriptacion aes 2564

etwork and Internet » Network Connections » Session Settings  Dashboard
ection Rename this connection View status of this connection D sateliods S (USSR GET B
= As Buick Set
v GODONTO L2TP Cloud| _
- g Cloud -y Disconnect L CAPSMEN
(&2 WAN Minipart (S5TP) — (&2 AN Minig | Interfaces
— Wikrotik- — hr. H T Wieless
L DI rotkeurso . niome - Interface ‘PPPOE Servers Secretz Profiles  Active Connections  L2TP Secrets
o= isconnected e | Disconnect] %2 Biidge
&5 WAN Minipart (PPTP) 5 e i o e [#|[=] [][s] [] [T] | PPPscaner | PRTR sewver | 55T Semver || LoF
n ~  Templatis 0 irtualBox H oo [Name | Type [fctual MTU [L2MTU [Tx
‘J‘.','-JN Disconnected ‘-'.'Q: Disabled ' W= DR 4#<sstp-Cusor S5TP Server Binding 1800 U b
— - 58l |P 12
3 covonoss I .
n EnlE——_____________ 7 MPLS 2
General | Details 2 Routing 2
ini-Card
4o Gystem 12
Connection
IPy4 Connectivity: Mo network. access - e
IPvE Connectivity: Mo network access Q Files
Media State: e Coininizcted =) Leg
Duration: 00:00:43 ‘@ Radius
& Taals i
|| Mew Terminal ¢| »
@ Dude [ || 1 item out of 3
fckivity | = Make Supout rif
Sent —— 5! ——  Received & Manual
l:f @ New'winBox
Biytes: 140,924 273 Evit
Compression: 0% 0%
Errars: o o
Properties | | Disconnect | [ Diagnose |
P
1 item
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