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Laboratorio 4.2: Configuracion Openvpn server mikrotik, Client
Mikrotik

Objetivos: Configurar un openvpn server con certificados en Mikrotik, crear cliente en
mikrotik

e Paso 1: Una vez creados los certificados en el Mikrotik nos dirigimos a la pestafia
de configuracion y damos click en OVPN Server. Alli habilitaremos el servidor y en
mi caso dejare el puerto por defecto(1194)

Interface | PPPoE Servers Secrets  Profiles  Active Connections | L2TP Secrets
L b =T FPP Scanmer || PPTP Server || S5TP Server || L2TP Server || OWPM Server || PPPoE Scan
Mame Type Actual MTU L2 MTU | Tx R Tx Packet [p/s] Fis Pac

O%PM Server

—- | Enabled
= Pt | 1194
Cancel
tode: |ip ¥
Apply
MHetmaszk: |24

MAC Address: |FE:BAFC43:14:72
Max MTU: 1500

Keepalive Timeout: |60 -

+

Default Prafile; | default-encryption

e Cetificate:

¥| Require Clhent Certificate

J—-—.TY R CIE- ] md5
il

Cipher: blowfizh 128 aez 128

aes 192 v aeg 206 —
rill
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e Paso 2: Luego procedemos a crear nuestro usuario en la pestafia Secrets tomando
en cuenta que en Service deberd colocar ovpn y seleccione el profile que ya usted
all4 asignado a esa conexion.

Interface  PPPoE Servers  Secrets |F'r|:|fi|es Active Connections . L2TP Secretz

IEHE' IE | PPF Authenticationfaccounting |

Hame |F'asswu:uru:| I|Sewice |EallerID |F'ru:ufi|e |Lucal.ﬁ.ddress Remote Address | Last Logged Out
Curzo Curzol1231  ovpn default-encr... Augd3042018 04:33:31

PPP Secret <C

et |ame: | Curso | ok,

== Pazzwoid; |Eursn!123! |A Cancel
e S EIVICES ||:uvpn || * | Apphy

Caller ID: | -

Disable
= Profile: |[EEm=t e IE'
Local Address: | | =
Remate Address: | | =

Routes: | | b
Limit Bytes In: | | =7
Limit Bytes Out: | | b

Last Logged Out: | 4ug/30/2018 04:33:31 |

enabled
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Paso 3: En este paso revisar la regla de input en nuestro firewall en donde

abriremos el puerto 1194.

Firewall Fule <1794

General | Advanced  Exta Action Statistics | ok |

Chain: [l e [#] | cancel |

Src. Address: | | 7 | Apply |

Dst. Address: | | - | Disable |

Pratocol | || [lop]  —i— [E S | Comment |

Sre. Port; | | - | Copy |

Dt Port: [ 1[1134 e |a || Remove |

Ay, Part; | |- | Reset Caunters |

In. Interface: | |- | Reset All Counters |
Out, Interface: | -
In. Interface List: | -
Out. Interface List: | Rs
Packet Mark: | Rs
Connection Mark: | |-
Rauting Mark: | Re
Fauting Table: | Re
Connection Type: | |-
Connection State: | |-
Connection MAT State; | |-

Cand Academy 2018 — Curso de VPN con Mikrotik — Todos los derechos reservados



Paso 4: En el siguiente paso, para iniciar con la configuracion de nuestro cliente,
empezamos a descargar nuestros certificados. El primero sera el CA .

Este lo exportaremos sin clave.

Certificates |5EEF" Servers SCEP A& Requests: OTP CAL

Rewvoke Create Cert. Bequest Settr

e = [ mpoart Card Reinstall || Card Yerify
|E|:|mm|:|n M armne |5u|:|iec:t Al ... |KE_I,I Size |Da_l.J3"»-"

|Name £ |I33uer
KLAT Cr  — Ca, .. 2043
Kl Cliente Cliente 2043
Server 2048

k.l Server ::

—— Catticote: [EXNMMNNN| * | | Expor

e | |F'E|"'“I " + | Caticel

-

E=port Pazzphrase: |
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la clave. En mi caso sera Curso.123!

Certificates |5I:EF' Servers SCEPRA  Requestz OTP CRL

Paso 5: En el siguiente paso vamos a exportar el certificado cliente y este si llevara

o= [rpaort Card Reinztall Card Werify Revoke Create Cert. Request Settingz
|Name ¢ |Issuer |En:ummn:|n M ame |5ul:|iec:t Al M. |KE_I,I Size |Da_lrls W alid
kLAT CA CA : 2048 36
k.l Clighte — Cliente 2048 6
Kl Server Server 2044 3
Expart
== Ceilificate: | Cliente | | E sport
— | Y |F'EM || ¥ | Cancel
. E port Pazzphraze; |Curso 1231 -
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e Paso 6: Una vez completado el paso anterior nos dirigimos hacia la opcion File. Alli
se nos mostraran los certificados exportados y listos para ser descargados.

=| | B2 | Backup || Restore Upload...
|File M ame 4 Type Size Creation Time || -
[ Before. backup backup 27 2KIB Aug/20/2018 02:54:23

[=] cert_export_Ca,crt s T filE2 11768 Sep/03/2018 21:24: 31

=] cert_export_Cliente, ot —p— |t file 11438 Sep03/2018 21:25:30

=] cert_export_Clisnte. key —— ey il 1858 E  Sep/02/2018 21:25:30

[ sking directony Aug/1342018 142716
5 items 29.3 MiB of 24.8 GiB uzed 99% free
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Cliente Mikrotik

e Paso 1: Exportamos nuestros certificados al Mikrotik cliente.

= 7 [ | Backup || Restoe Upload...
File Marme Type Size Creation Time -
|| Backup_agostas.backup backup 21.9KEB  Aug/05S2018 150724
[=] Introduccian. ppts .ppts file 143853 KEB  Aug/05/2018 16:25:03
[ LigoT raining.rar rar file 237 MiB  Augf24/2018 120624
[5] autozupout.rif .nif file T128KIEB  Sep/04/2018 2111:25
I backup ipsec.backu backup 28.2KIB  Aug/05S2018 16:22:18
- =l cert_export_Cacrt it file 176B  Sep/04/2018 21:13:03
[5] cert_export_Cliente.crt .cit file 11438 Sep/04/2018 21:12:09
[ cert_export_Cliente. key ey file 186586 Sep/04/2018 21:12:09
| pub directon Augd0e/2018 150758
[ zking directon Aug0a,2018 14:08:50
10 items [1 zelected] 28371 MiB of 24.8 GIB used 95% free
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Paso 2: Ahora importamos nuestros certificados clientes, empezamos con el CA
este ira sin password.

Luego importaremos el Cliente.crt sin password, y por ultimo importaremos el
cliente.key este si llevara el password que nosotros le asignamos al momento de

exportarlo.

Irnpart

Only File: | == |i| Import
Pazsphrase: | | Cancel

Irmport

LN ol e ert_export Cliente crt |i| Impart
Pazzphraze: | | Cancel

Irnpart
et 1|y File: |c:ert_e:-q:n:urt_I:Iiente.k.e_l,I " - | Import
= P azzphirase: ||:urscn.'|23! | Cancel
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Paso 3: una vez importado debera presentarse en el menu de certificados de la

siguiente forma.

Certificates

Certificates |SEEF‘Sewer3 SCEP R& Request: OTP CRL

= = | T [rpart Card Reinztall Card “ferify Rewvaoke Create Cert. Request Settings

|Name £ lezuer Common Mame | Subject &k M [Fep Size | Days Valid Truzted
LAT cert_ewport_C... CH=Ca Ch, :: 2048 JBE0 yes
kT cert_ewport_C... CH=Ca Clignte :: 2048 JEE0D yes

f
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e Paso 4: Ahora nos dirigimos hacia PPP — Interface damos click al signo de +y
afladimos una interface openvpn client, alli configuraremos los siguientes campos

mostrados e

n la imagen

e Tomar en cuenta la colocacion de certificados y que la Auth: y el Cipher sean
iguales al del server.

Interface |F'F'F'|:IE Servers  Secrets | Profiles  Active Connections  L2TP Secrets

IE“E‘ @ | PPF Scanner || FFTF Server || S5TP Server || L2TP Server || OWPH Server || PPPoE Scan |

|Name 4 |Type

|sctual MTU [LZMTU [T

|T:-< Packet [p/z]

|Fh-: Packet [p

—

Mew Interface

General  Dial Out |Status Traffic

et Connect To: |142.93.195.42 | Caricel
Port; 1134 | Apply
Mode: |i|:| || ¥ |
i E—— - |Eurso |
L Pazzword: |Eurso!123! | o
Prafile: |defau|l-encryptinn ” * | Remowe
—pe Certificate: |c:ert_er:pnrt_[lllente.crt_D ||1|
e Sith |sha'| ||$

[ &dd Default Foute

enabled

Statuz
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Paso 5: Si todos los pasos fueron completados correctamente debe mostrarseles de la
siguiente forma donde la R nos indica, el uptime etc. Ver imagen.

Interface |F'F'F'|:IE Servers | Secrets Profiles  Active Connections  LZTP Seciets

IE“E‘ Iz‘ | FPF Scanner || FFTF Server || SS5TP Server || L2TF Server || 0P Server || PPPoE Scan |

[Mame | Type |actual MTU [L2MTU |Tx R |Tx Packet [p/s] | Rx Packet ||
R stovpn-out] PN Client 1500 0 bps 0 bps i
f Interfac 1
General Dial Out Status | Traffic
Last Link Diown Time: | | Cancel
Last Lirk Up Time: |SE|3.-"D4.-"2018 17:3%:03 | Apply
Lirik. Dyonears: |IJ |
== ||ptime: |00:00:12 |
s [ nicoding: |ﬁ5«ES-258-EBE.f'SHM | Copy
MTU: [1500 |
Tarch

Local Address: | |
Remote Address: | |

enabled unning Statuz connected
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